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VERIFICATION OF AUTHENTICITY 
OF GOODS BY USE OF RANDOM NUMBERS 

FIELD OF THE INVEMTinM 

The invention generally relates to a system and method for the 
verification of authenticity of goods. More particularly, in several 
embodiments the invention relates to a system and method of authenticating 
goods, tracking goods and/or detecting a diversion of goods via use of a 
5 random code and a used code database, encryption and/or comparison 

techniques. 

3 BACKGROUND OF THF IMVFMT[nfvi 

1 Products which are mass produced are distributed to end users through 

J sales and distribution channels. When the products have particular value 

40 associated with them, counterfeiters sometimes produce products which are 

copies of those produced by the original manufacturers. These counterfeit 
; products are then introduced into the sales and distribution channels and end 

U users become deceived regarding the source of the goods and/or their quality. 

3 Lost sales occur for the original manufacturer, and the end user may receive 

i 5 less value than what was expected. Name brand goods, certified products 

and copyrighted products are often the target of such counterfeiting 

activities. 

To address the problem of counterfeiting, one prior art solution has 
been to attach a label containing an optical device which is difficult to 

20 reproduce, for example, a holographic image to the products to confirm their 

authenticity. The original manufacturer controls these labels and their 
content to prevent easy access to such labels by counterfeiters. Use of such 
an optical device is desirable in that the authentication procedure is relatively 
simple, for anyone may visually inspect the label and its presence indicates 

25 authenticity. Unfortunately, this approach suffers from the weakness that 

skilled counterfeiters, by extending substantial effort, can reproduce these 
labels. Once reproduction Is achieved, the counterfeiter may easily Introduce 



a multitude of counterfeit products within the sales and distribution channels. 
A second disadvantage to the optica! device methodology is that the creation 
of the special labels is relatively expensive and therefore is only cost effective 
for certain classes of products. 

In pre-paid service areas, the use of randomly generated numbers have 
been utilized to validate a user prior to accessing the pre-paid service. For 
example, pre-paid phone card access numbers generated by random numbers 
have been used for such purposes. The phone card number is input into a 
phone or other device to validate the user prior to registering a phone call. A 
second application involves the use of confirmation numbers as back-up 
identification for electronic ticketing air fares. The use of random numbers 
for access of such pre-paid services, however, is substantially different than 
the use of optical codes for authenticating mass produced goods. For 
example, in the pre-paid phone card application, each random number is held 
secret by the user of the service, therefore a theft of the phone card or its 
loss may allow someone to access the pre-paid service. In the electronic air 
fare ticketing application, neither secrecy nor duplication of the code is of 
great concern since the use of the random number is only for backup 
identification. Knowledge of the confirmation number by a third party is 
unlikely to cause any loss because a third party's attempt to board an 
airplane flight will conflict with the boarding by the valid party. Unlike the 
product authentication in which previously optical devices have been used, 
the pre-paid service using randomly generated numbers play no role in 
preventing or deterring large scale loss due to counterfeiting of mass- 
produced goods. 

In another prior art method for authentication, an apparatus is used to 
measure a random characteristic of a card, tag or label. The random 
characteristic, or "fingerprint," is read by a special reading apparatus and 
converted to a code which is encrypted and printed on the tag or label. The 
encryption ties the label to the original manufacturer of the product and the 



code value in turn is tied to the particular label on which it is printed since 
that label has the "fingerprint." This method, although secure in 
authenticating single labels, introduces significant costs because the label 
must contain special technology for the development of the "fingerprint" and 
a special reader must be developed and used at the time of printing the label 
and when the label is subsequently field checked. These shortcomings 
introduce significant costs in attempting to authenticate mass produced 
goods. It is not necessary to prevent even single counterfeits, which this 
method does, since the manufacturer of mass produced goods is instead 
interested in deterring mass counterfeiting of his product. 

Therefore there is a need in the art for a low cost, secure way of 
verifying the authenticity of mass produced goods. There is also a similar 
need to track goods and/or detect a diversion of goods. 

SUMIVIARY OF THE IMVFMTinM 

In one aspect of the invention, a method of verifying the authenticity 
of goods includes generating one or more random codes and storing the one 
or more random codes In a database. The goods are marked with one of the 
generated random codes such that each of the goods contains its own unique 
random code. Upon field checking an inventory of marked goods and 
comparing the codes on the marked goods to codes within the database, the 
authenticity of goods may be verified. The field checking step may further 
include verifying whether the codes on the goods are valid random codes and 
checking whether the codes on the goods have already been used. An 
indication may then be provided if the random code is invalid or, if valid, it 
has already been used. 

In another aspect of the invention, a system for verifying the 
authenticity of goods includes a database containing a plurality of unique 
random codes and an indication whether each of the unique random codes 
has been read, and a code reader or scanner for reading the code affixed to a 
good. This system further includes a comparing means for comparing a read 



code value in turn is tied to the particular label on which it is printed since 
that label has the "fingerprint." This method, although secure in 
authenticating single labels, introduces significant costs because the label 
must contain special technology for the development of the "fingerprint" and 
a special reader must be developed and used at the time of printing the label 
and when the label is subsequently field checked. These shortcomings 
introduce significant costs in attempting to authenticate mass produced 
goods. It is not necessary to prevent even single counterfeits, which this 
method does, since the manufacturer of mass produced goods is instead 
interested in deterring mass counterfeiting of his product. 

U.S. Patent 5,367,148 discloses a method of verifying the authenticity 
of goods at retail outlets. Each product is provided with an identification 
number having random and non-random portions. The identification numbers 
are placed on registration cards which are read and compared to a database 
of identification numbers to see if the numbers are valid. The patent also 
uses a random number and a secret pbde as an identification number, 
wherein the secret code is calculated using an one-way hash function type 
algorithm. 

U.S. Patent 3,833,795 discloses a method for verifying the 
authenticity of goods by providing each good with an identification number 
that has random and non-random portions. Authenticity of goods is 
determined by maintaining the identification numbers in a master list and 
comparing the random number on the analyzed good with the master list. 

Therefore there is a need in the art for a low cost, secure way of 
verifying the authenticity of mass produced goods. There is also a similar 
need to track goods and/or detect a diversion of goods. 

SUMMARY OF THE INVFMTinM 

In one aspect of the Invention, a method of verifying the authenticity 
of goods includes generating one or more random codes and storing the one 
or more random codes in a database. The goods are marked with one of the 
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generated random codes such that each of the goods contains its own unique 
random code. Upon field checking an inventory of marked goods and 
comparing the codes on the marked goods to codes within the database, the 
authenticity of goods may be verified. The field checking step may further 
include verifying whether the codes on the goods are valid random codes and 
checking whether the codes on the goods have already been used. An 
indication may then be provided if the random code is invalid or, if valid, it 
has already been used. 

In another aspect of the invention, a system for verifying the 
authenticity of goods includes a database containing a plurality of unique 
random codes and an indication whether each of the unique random codes 
has been read, and a code reader or scanner for reading the code affixed to a 
good. This system further includes a comparing means for comparing a read 



code to the unique random codes contained within the database such that 
upon comparison the comparing means indicates whether the read code is 
valid and If valid, whether it has been read previously on another good, 
thereby indicating the good's authenticity. 

The verification system further includes a computer for generating the 
plurality of unique random codes which includes a memory for containing 
each of the generated random codes. The computer, upon generating a 
random code, compares the code to a list of previously generated codes 
within the memory and eliminates any generated code that is a duplicate, 
thereby ensuring that each generated code is unique. The verification system 
also includes a printer. In electrical communication with the computer, for 
printing the generated random codes on a tag, label or directly upon the good 
to be marked. The printer Is capable of printing either the generated code 
alone, or each generated code with its corresponding bar code equivalent to 
the tag, label or directly on the product to aid In the subsequent reading of 
the code. The system may further include a scanner for reading the printed 
codes. 

In another aspect of the Invention, a method of detecting diversion of 
goods from a desired channel or channels of distribution includes the 
generation of an encrypted code, wherein the code has a random portion and 
a non-random portion. The encryption of this code Is effectuated by an 
encryption key wherein each encryption key is unique to a desired channel or 
channels of distribution. The encrypted codes are applied.to goods such that 
each good has Its own unique encrypted code. Subsequently, vyithin the 
desired channel or channels of distribution, the various goods are inspected 
and It is verified whether the decryption key used on the code successfully 
reproduces the non-random portion which Is uniquely dedicated for the 
desired channel or channels of distribution. Consequently, the method 
Identifies whether a diversion of goods has occurred if the decryption key 
does not match that used on the Inspected goods. 



In yet another aspect of the invention, a method of verifying the 
authenticity of goods includes the steps of generating one or more codes 
each comprising a random portion and a non-random portion and encrypting 
each such code to thereby generate a plurality of encrypted codes. The 
encrypted codes are marked on or affixed to the various goods such that 
each good has its own unique encrypted code. At a retail distribution site, 
for example, the encrypted code is decrypted and read from the various 
goods to identify its non-random portion. A match of the non-random portion 
to that used originally indicates a valid code while a mismatch indicates a 
counterfeit. If, after the comparison, the encrypted code is a valid code, the 
random code may be compared to a local or secure master database to 
determine whether the random code has already been used or is valid. 

In another aspect of the invention verification of a code and, for 
example, whether the goods or Item with respect to which the code is used, 
uses a three-fold procedure; including, determining whether a code is present, 
determining whether the code when decrypted matches a prescribed code 
(such as, for example, a random number, alphanumeric, etc.), and whether 
the matched prescribed code is a duplicate. 

In another aspect of the invention verification of a code and; for 
example, whether the goods or Item with respect to which the code Is used, 
uses a three-fold procedure, including, determining whether a code is present, 
determining whether the code when decrypted matches a prescribed code 
(such as, for example, a random number, alphanumeric, etc.), and whether 
the matched prescribed code is a duplicate; and, if a duplicate, then 
indicating that at least one or the other of the goods, items, etc., is a 
counterfeit. 

In another aspect of the invention, a random number, alphanumeric or 
the like is obtained and a further non-random string, alphanumeric, etc. 
(sometimes referred to as a non-random label) is coupled therewith to provide 
a combination code with a random portion and a non-random portion; the 



combination code or string is encrypted and is applied to or associated with 
an object, item, good, program, etc.; and verification of authenticity of the 
object, etc. or of some characteristic of the object, etc. is obtained by 
decrypting that which was encrypted and determining whether the non- 
random label is found and/or is correct. 

In still another aspect of the invention, a random number, alphanumeric 
or the like (code) is obtained and is intended to be coupled with a further 
non-random string, alphanumeric, etc. (sometimes referred to as a non- 
random label or code). The non-random code may include a portion 
(sometimes referred to as a secret portion) that is to be readable (decrypted 
properly) only by use of a private key and a portion that Is readable 
(decrypted property) by a public key; or the non-random code may Include 
only a secret portion that Is to be readable (decrypted properly) by use of a 
special private key. The non-random code then Is combined with the random 
code to obtain a combination code. The combination code is encrypted and 
Is applied to or associated with an object. Item, good, program, etc.; and 
verification of authenticity of the object, etc. or of some characteristic of the 
object, etc. Is obtained by decrypting that which was encrypted. The 
decrypting may use a public key and Include a verification of the random 
code portion of the combination code as above. The decrypting also may use 
a . public key to decrypt the non-random portion of the combination code 
allowing that portion to be used for verification as above; and/or the 
decrypting of the seemingly non-random portion of the combination code may 
include decrypting of the partial decrypting of the secret portion using a 
public or a private key and the decrypting of the secret portion using a private 
key with the obtaining thereby of Information contained In the secret portion. 

In even another aspect of the invention, a tracking or like function may 
be carried out by including In the non-random portion of a combination code a 
secret encrypted portion containing the tracking or like function information. 
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forming the combination code, encrypting the combination code, and 
applying the encrypted combination code to goods or the like. 

In even another aspect of the invention, a tracking or like function may 
be carried out by including in the non-random portion of a combination code a 
secret encrypted portion containing the tracking or like function information, 
forming the combination code, encrypting the combination code, and 
applying the encrypted combination code to goods or the like; and 
subsequently decryptoog the combonatSon code and then the secret portion off 
the combination code to determine the tracking or the like information. 

In a further aspect of the inventiion information concerning goods -or- - 
the aike, such as whether a tax has been paid properly, includes creating a 
supply of encirypted combination codes^ supplying those encrypted 
combonatBon codes to an ©ntoty for applScatBon to goods or the like or for 
association with goods or the like, decrypting the combination code using a 
public key, and determining whether the onformatJon concerning the goods or 
the Dike, such as the payment of a tax, has been made properly. 

- On a further aspect off .the onventoon onffoirmatooini concemong goods or 
the Dike,- such as whether a tax has been paid property, includes creating a 
supply off enccypted combination codes, supplying those encrypted 
combination codes to. an entity for application to goods or the like or for 
association with goods or the Bike, -destroying the codes, decrypting the 
combination code (using a public key, and determining whether the 
information concerning the goods or the like, such as the payment of a tax, 
has been made properly. 

In a further aspect of the invention information concerning goods or 
the like, such as whether a tax has been paid properly and/or whether the 
goods are counterfeit or have a counterfeit indication of such information, 
includes creating a supply of encrypted combination codes, supplying those 
encrypted combination codes to an entity for application to goods or the like 
or for association with goods or the Bike, decrypting the combination code 
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using a public key, determining whetlier the information concerning the 
goods or the lilce has been made properly, and destroying or confiscating the 
goods if not proper or passing the goods, e.g.. Into commerce, if proper. 

To the accomplishment of the foregoing and related ends, the 
invention comprises the features hereinafter fully described and particularly 
pointed out in the claims. The following description and the annexed 
drawings set forth in detail certain illustrative embodiments of the invention. 
These embodiments, however, are merely indicative of a few of the various 
ways in which the principles of the invention may be employed. Other 
objects, advantages and novel features of the invention will become apparent 
from the following detailed description of the invention when considered in 
conjunction with the drawings. 

BRIEF PgSCRIPTini M OF THE DRAWIiy fa<S 

Figure 1 is a system level diagram illustrating one embodiment of the 
invention, a system to generate and apply random codes to mass-produced 
goods and subsequently inspect the goods to verify their authenticity. 

Rgure 2 .is a block diagram illustrating another embodiment of the 
invention, using a random code applied to goods to authenticate their 
authenticity. 

Rgure 3 is a block diagram illustrating yet another embodiment of the 
invention, using the system to generate encrypted codes for use In 
authenticating goods to thereby prevent counterfeiting. 

Rgure 4 is a chart illustrating the identification of a non-random portion 
of a decrypted combination code according to an embodiment of the present 
invention. 

Figure 5 is a block diagram illustrating another embodiment of the 
invention, using the authentication system to prevent the diversion of goods. 

Figure 6 is a perspective diagram illustrating goods having an 
encrypted combination code applied to an inside portion of a product wherein 
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reading the code requires tampering with the product in an irreversible 
manner. 

Figure 7 is a perspective diagram illustrating a two part code, wherein 
one part is overt and the other is covert. 

Figure 8 is a block diagram illustrating another embodiment of the 
invention, using the invention to with a secret code included in an encrypted 
combination code. 

Figure 9 is a block diagram illustrating another embodiment of the 
invention, using the invention to determine information, such as proper 
payment of a tax on cigarettes or the like, regarding goods or the like. 
PETAILEP DESCRIPTION OF THE INVFMTinM 

The system and method of the following invention provides for the 
verification of authenticity of goods by use of random numbers. Random 
numbers, codes or encrypted combination codes including a random code and 
a non-random code are generated by a computer and subsequently produced 
on tags, labels or directly on products and ultimately placed within the stream 
of commerce. At a retail distribution outlet such as a retail store or 
alternatively, at any point eariier in the distribution chain, the codes are read 
from the marked products and compared to random codes contained within a 
database in which the codes are stored upon their Initial generation. If the 
scanned product code is not verified as a valid code, the product is identified 
as a counterfeit. If the product code is a valid product code a further inquiry 
may be made to determine whether the valid code has previously been used. 
If the code has previously been used, the product is identified as a 
counterfeit; if not, an indication is made within the database that the valid 
code has now been used. Alternatively, the encrypted combination codes are 
decrypted and read to identify its non-random portion. If the decrypted non- 
random portion matches the originally used non-random code, goods are 
authenticated while a mismatch indicates a counterteit. The present system 
and method allows for a cost-effective verification of authenticity of goods 
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and provides a substantial deterrent to those who wish to counterfeit mass 
produced items. 

Figure 1 is a combined system and method diagram which illustrates the 
various components of the present invention and provides an environmental 
context in which the various components are utilized; Figure 1 therefore 
illustrates an authentication system 10. The authentication system 10 includes 
a host computer 1 2 having a processor 1 4 which contains the requisite 
hardware and software to provide a random number generator 1 6 and an 
encryptor 18. The processor 14 is coupled to an internal memory 20 for 
storage of generated random numbers or codes or alternatively for storage of 
various encryption algorithms to ensure that each code or encryption technique 
IS unique. The processor 14 Is also coupled to an I/O module 22 which provides 
Input and output circuitry, drivers and Interfaces to communicate with external 
components such as keyboards, printers and other peripherals or networks. 
Although the memory 20 has been illustrated as an internal memory, it should 
also be understood that the host computer 1 2 may alternatively utilize and 
access external memory. Upon generation of each random code, the processor 
1 2 stores the random codes In a secure host database 24 for later access by 
field checkers to verify product authenticity. 

The host computer 1 2 Is coupled to a printer 26 via the I/O module 22. 
The printer 26 receives random codes generated by the processor 14 within the 
host computer 1 2 via the I/O module 22 and is operable to print out the random 
codes on various print media, for example, tags, labels or directly on various 
products. Depending upon the type of random code or combination code 
created by the random code generator 1 6, the printer 26 may generate a binary 
code 28 having a corresponding bar code for ease of reading or scanning, an 
alphanumeric code 30 having a corresponding bar code or alternatively a case 
sensitive alphanumeric code 32 with Its corresponding bar code. Alternatively, 
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other type codes may also be used. Depending upon the type of product being 
marked, the printer 26 generates the codes on a tag or label 34 (or alternatively 
directly on a product) which is then attached or affixed to the products 36, 
which are exemplary illustrated as the plurality of pants (clothing) which 
constitute a product inventory 38. Each product 36 is therefore marked with 
the label or tag 34, wherein each product 36 contains a unique random or 
combination code generated within the host computer 12. The products 36 are 
then distributed in commerce via various modes of transportation 40, for 
example, by air 42, by rail 44 or by standard freight shipping 46 to ultimately 
arrive at a retail distributor (or outlet) 48. 

At the retail outlet 48 the label or tag 34 affixed to the product 36 is read 
by a tag reader (or scanner) 50 which is electrically coupled to the retail outlet's 
local computer 52. The local retail computer 52 is also in electrical 
communication with the secure host database 24 via a network-type connection 
54. Various methods may be implemented utilizing the authentication system of 
Figure 1; for example, the system 10 may not only verify the authenticity of 
mass produced products, but may also be used to identify a diversion of such 
products Into undesired channels of distribution. 

Turning now to Rgure 2, a method for verifying the authenticity of mass 
produced products via use of random codes utilizing the authentication system 
10 of Rgure 1 will be described. At step 60, the authentication system 10 
generates one or more random codes. The one or more random codes are 
preferably generated within the host computer 1 2 via a user requesting such 
generation via an input device such as a keyboard which is coupled to the I/O 
module 22 which, in turn, is coupled to the processor 14. Upon such request, 
the processor 14 initiates generation of such a code via the random number 
(code) generator 16. Upon generation, the processor 14 checks whether the 
generated random code has been previously generated by comparing the 
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generated random code to previously generated codes resident witiiin the 
memory 20. If the generated random code has previously been generated, the 
processor 14 will erase the random code and generate another. The processor 
14 may look within the memory 20 for all previous products made, or 
alternatively, or look within various subdirectories within the memory 20 to see 
whether the generated random code has been previously generated for the 
specified product now being addressed. Otherwise, the generated code is 
determined to be unique. The generation of random numbers in software is well 
known by those skilled in the art. For example, see 'Suggestions for Random 
Number Generation in Software" by Tim Matthews, An RSA Data Security 
Engineering Report, Revised December 26, 1995, which is hereby incorporated 
by reference in its entirety. 

Upon completion of the random code generation of step 60, the 
generated random codes are stored within the secure host database 24 at step 
62. At this step, the host computer 1 2 has already verified that the random 
code is unique and sends the generated random code to the secure host 
database 24 via the I/O module 22. The secure host database 24 may be 
subsequentiy accessed to detemnine whether a valid random code read out in 
commerce has previously been used (which will be described in greater detail 
infra). After storage of the one or more random codes, each product is marked 
with one random code at step 64. The number of random codes required will be 
a function of the number of products 36 required to be marked. It is desirable 
that each product 36 have its own unique random code. Marking preferably is 
achieved by taking the generated random codes from the host computer 1 2 and 
printing them on a label 34 using the printer 26. As highlighted eariier, the 
random codes may be various types, for example, a binary 28, alphanumeric 30 
or case sensitive alphanumeric code 32. Alternatively, other types of random 
codes may be utilized and fall within the scope of this Invention. Upon placing a 
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random code to each of the various labels 34, the labels 34 are affixed to the 
desired products 36. 

Upon the completion of product marking, the marked products are placed 
into the flow of commerce at step 66 via any of the modes of transportation 40 
which are highlighted in Figure 1 . Generally, such transportation constitutes 
standard freight shipping 46 such as by truck. The marked products 36 are 
then delivered to the retail outlet 48 where the marked products are read by a 
reading device or scanner 60 at step 68. Preferably, the label 34 on the product 
36 is scanned by the scanner 50 upon the product's initial arrival at the retail 
outlet 48. Alternatively, the scanning may also be completed at a later time, for 
example, when the article is being purchased by a consumer. The scanner 50 
scans the code on the tag 34, preferably by scanning the bar code which is a 
visual representation of the binary or alphanumeric random code being utilized. 
The scanner 50 takes the random code that has been scanned and downloads 
the scanned random code to the local computer 52. 

The local computer 52 may be utilized for various accounting and 
inventory purposes in addition to the verification of authenticity of goods. In 
addition, the Jocal computer 52 is In electi-ical communication with the secure 
host database 24 via either a wireless or wired network 54 or communication 
data link. The local computer 52, In accessing the secure host database 34, 
then compares the scanned random product code to those codes contained 
within the secure host database 24 at step 70 to verify whether the scanned 
random code is valid at step 72. If the scanned product code is not contained 
within the database 24 then the local computer 52 indicates to the individual 
performing the scan that the article is a counterfeit. Conversely, if the scanned 
product code Is valid, that Is, It has been found In the secure host database 24, 
the local computer 52 then checks the database 24 to see whether the scanned 
code has previously been used at step 74. If the database 24 Indicates that the 



code has previously been used, the local computer 52 indicates to the user that 
the code is a duplicate. In this instance, one of two possibilities exist: either the 
present goods scanned are a counterfeit, or the product is authentic and the 
previously used code was attached to a counterfeit article. In either case, 
evidence of illegal counterfeiting activity has been uncovered. If the local 
computer 52, after analyzing the database 24, determines that the code has not 
previously been used, it indicates to the user that the goods are authentic and 
additionally indicates within the database 24 that a valid code has now been 
used at step 76. In this manner, the above method verifies the authenticity of 
mass produced products through use of random codes placed on the articles 
which are subsequently checked against a secure database whether the articles 
are at their retail outlet or perhaps at an intemiediary wholesale location. 

The effectiveness of the above-described method may be more fully 
appreciated through the following discussion of the method of Figure 2. 
Suppose, for example, the type of random code chosen is a 64 bit binary code. 
The number of possible 64 bit binary codes is 2^, which is 1 .8x10" different 
numbers. Further suppose that a manufacturer wishes to marie 100 million 
similar products to verify their authenticity. 100 million unique 64 bit codes are 
then randomly chosen, stored in the secure database 24, and then each unique 
random code is applied to each respective product in a form which is preferably 
removal-resistant and periiaps even tamper-evident. Because this application of 
a product marking to the product itself is normally done, no significant 
incremental cost is associated with this operation. Further, since 100 million 
mass produced products have been marked and 1 .8x1 0" different codes are 
available, the probability of a counterfeiter guessing one of the used random 
codes is only 1 in 1 .8x10". Therefore it is virtually Impossible for a 
counterfeiter to come up with a significant number of valid codes without 
extending a considerable amount of effort and expense. For example, a 
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counterfeiter must go to various retail outlets 48 and copy a number of valid 
random codes. This is an expensive and laborious process and further subjects 
the counterfeiter to potential discovery in the copying process. Additionally, 
whenever a counterfeiter applies a code which has been copied from products 
out in the field to his counterfeit products, the counterfeiter ends up labeling the 
product with a duplicate code. As already shown, all duplicates in the above 
method will be discovered which allows for subsequent Investigation as to the 
source of the counterfeit product to identify the counterfeiter. 

Even if the counterfeiter wishes to risk being identified by copying valid 
codes from the field, the counterfeiter must send someone Into the retail outlets 
to copy valid codes from products already out In the stream of commerce. 
Suppose, for example;-he extends considerable time and effort and gathers 
1 ,000 valid codes. If he then produces one million counterfeit products he will 
use each of the 1 ,000 valid codes 1 ,000 times. He must then disguise his 
product by carefully mixing the marked Items so that, once in the sales channel, 
field inspection Is less likely to discover the duplicate at the same inspection 
site. This greatly complicates a counterfeiters logistics as well as his cost, 
thereby discouraging such counterfeiting activities. Furthermore, since multiple 
retail outlets will also access the database 24, even distributing the various 
codes to different outlets will still result in the duplicates being identified. 
Therefore, the care and effort taken by a counterfeiter to disguise his illegal acts 
only delays his discovery. Continued field checking will find the counterfeit 
products and will ultimately identify all the sales outlets which have or had the 
product. Therefore, it may be desirable for systematic field checking procedures 
to be put in place, for example, at the point of sale or at receipt of items at the 
retail outlet 48. In this manner, all counterfeit product will ultimately be 
intercepted and identified. 
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The randomly generated code may be, as in the previous example give, a 
64 bit binary number. Alternatively, the random code may consist of, for 
example, an 8 bit alphanumeric code. These are the numbers 0 through 9 and 
the upper case and lower case alphabet A-Z and a-z, respectively. Since each 
bit of the 8 bit code can assume 62 different possibilities, there are 2.2x10^"* 
different codes possible. As in the previous example, there will only be a one in 
2,182,400 chance of guessing a valid code for 100 million products. If one 
disregards the case sensitivity in the alphanumeric character set, this can drop 
to one fn 28,21 1 chances, which is still unguessable for practical purposes. 
Other variations may also be used in creating the random generated code. 

In the embodiment discussed with respect to Figure 2, the authentication 
system 10 utilizes field checking and subsequent validation and verification of 
codes between the local computer 52 and the secure host database 24 via the 
network data link 54. Therefore in that discussion, it is evident that the 
database 24 interacts with the local computer 52 to the extent that codes 
which have been read in previous field checking are labeled as such and 
identified with the sales outlet in which they are found. So, when accessed 
from the retail outlet 48, the database 24 updates this information in addition to 
determining that the valid code is present in the database and is not a duplicate. 
In this manner, verification of product authenticity is made at the time of 
database access. However, this is not the only solution. Alternatively, such 
verification may be accomplished locally at the retail outlet 48 field check 
location without access to a secure master database. 

Proceeding onto Figure 3, a method of verifying the authenticity of 
products without accessing an off-site master database will be described in 
conjunction with the authentication system 1 0 of Figure 1 . At step 80, the 
generation of random codes is established in a manner similar to that described 
earlier in step 60 of Figure 2; consequently, the details of such random code 



generation will not be repeated. At step 81, each random code is combined 
with a non-random code to thereby form a combination code. The non-random 
code may be, for example, the initials of the manufacturer, a tradename or other 
easily recognizable moniker or message, and combining may simply be 
accomplished by concatenating the initials to the end of each random code. 
Alternatively, the non-random code may be placed before or even interposed 
within the random code. Subsequent the generation of this combination code, 
the combination codes are encrypted at step 82 by the processor 1 4 within the 
host computer 1 2 which accomplishes the encryption via an interna! encryptor 
18. The encryptor 18, in a preferred embodiment, is a combination of processor 
hardware and software which allows for encryption of the generated 
combination codes which are developed from the random number generator 16 
by concatenating each of its outputs, with the non-random code. Preferably, the 
encryptor 1 8 uses an encryption key that is unique to each product 
manufacturer such that each manufacturer's products have their own unique 
encryption scheme. Preferably, the encryptor 18 uses an encryption scheme 
known as a public key cryptosystem. Such cryptosystems use two related 
keys, one for encryption and the other for decryption. One is kept private and 
the other is made public. After encryption, both the generated combination 
code (random number and its non-random portion) and its encrypted counterpart 
are both saved within the memory 20 for later comparison with subsequently 
generated random numbers to ensure that each generated random number and 
its encrypted counterpart are unique. After encryption, the encrypted 
combination code is generated via communication between the I/O module 22 
and the printer 26. The printer 26 prints each encrypted combination code on a 
single tag so that each tag contains an encrypted combination code as well as 
its bar code representation. Therefore the code on each tag will consist of only 
an encrypted counterpart since the constant portion of the combination code is 
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known. Again, as discussed earlier, these codes may be either a binary code 
28, an alphanumeric code 30, a case sensitive alphanumeric code 32 as 
illustrated In Figure 1 or any other type code. 

At step 84, the tags containing the encrypted combination codes are 
placed on products such that each product contains its own unique encrypted 
combination code and each product is then placed in the stream of commerce at 
step 86, Upon reaching the retail distributer or outlet 48 the encrypted 
combination code is read at step 88 before the various products 36 are 
accessible to the regular consumers. The scanner 50 scans the encrypted 
combination code at step 88 and downloads it to the local computer 52 which 
contains a decryption key which is unique and provided by the manufacturer 
(the public key). The local computer 52 then decrypts the read encrypted code 
at step 90 and compares the decrypted code to the already known non-random 
code portion at step 92. 

At step 94 the local computer 52 checks to see whether the already 
known non-random code portion and the decrypted code that had been read by 
the scanner 50 match. If the decrypted code and the non-random code portion 
do not match, the local computer provides an indication to the checker by either 
an audible or visual indicator that the product 36 is a counterfeit. The manner in 
which one recognizes the non-random portion of the combination code may be 
more easily understood in conjunction with Figure 4. ^ Figure 4 is a chart 99 In 
which eight different encrypted combination codes have each been decrypted 
using a public encryption key. Note that each decrypted combination code has 
the same non-random code portion «YOU" at the end, Consequqntiy, a checker 
can easily verify the authenticity since they know what the non-random code 
portion should be although the checker will not know the intricacies of the 
public key decryption methodology. As stated earlier, the non-random portion of 
the combination code may be a tradename, the manufacturer's initials, or any 
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type of recognizable message. Alternatively, the local computer 52, after 
decryption, may display the decrypted code on a display portion of the scanner 
50 so that the user scanning the tags can visually view the non-random code 
portion and thereby verify authenticity. 

If a match is found, the local computer 52 checks to see whether this 
code has previously been scanned by the scanner 50 at step 96 by analyzing the 
random portion of the code which is unique for each combination code. If this 
code has previously been used at that locality, then the local computer 52 
provides an indication that the product 36 is a counterfeit at step 96. 
Alternatively, a master database containing used codes may also be maintained 
In which various local computers 52 at various retail outlets 48 are connected 
together to indicate the identification of various valid codes so that the 
verification of whether a code has been used In step 96 may be even more 
extensive. Finally, at step 98, If the identified valid code has not been used the 
local computer 52 provides an indication to the user that the code is valid and 
therefore the goods are authentic and further provides an indication either within 
Its own memory or within the master database that the code has been used for 
any subsequent checking. 

In the above-described method of Figure 3, a counterfeiter has few 
alternatives to try to defeat this method. The counterfeiter must create its own 
encryption method or encryption keys which will not match the encryption 
method or keys utilized to generate the encrypted combination codes in step 82 
and therefore the decryption of the encrypted combination code will not match 
the already known non-random portion of the combination code in step 94 and a 
counterfeit will be detected. Further, if the counterfeiter chooses to copy codes 
after they become accessible to the public, these duplicate codes can be 
detected at step 96 since use of duplicate codes will be identified. Note also 
that a theft of the field checker's local computer 52 will not compromise the 
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security provided by tlie host computer 1 2 since the local computer 52 contains 
a decryption key and a database listing of used codes. Recall that in a public 
key cryptosystem knowing the decryption key gives no knowledge of the 
encryption key. None of this information, therefore, is advantageous to the 
counterfeiter because it does not provide information regarding how to encrypt 
the codes nor does it indicate the existence of valid, presently unused codes. 

The combination codes of Figures 3 and 4 provide an additional level of 
security by thwarting a counterfeiter who intercepts the field verifier (public key) 
and replaces them with his own verifier. If a counterfeiter steals the verifier and 
replaces it with one that includes the legitimate public key (obtained by 
analyzing the intercepted devices) and an additional bogus public key with 
control software, the counterfeiter will be able to inject counterfeit goods into 
the market that will appear valid via an analysis of the decrypted non-random 
code portion. However, as discussed earlier, the random code portions can be 
made virtually unguessable and the decrypted random code portions can be 
compared to a secure master database to see if the code is a valid random code 
that has not previously been used. Consequently, the combination provides 
another level of additional security, if desired. 

Another alternative embodiment of the present invention relates to a 
method and system for identifying an undesired diversion of goods from a 
desired channel or channels of distribution and is illustrated in Figure 5. The 
manner in which the method is performed will be discussed in conjunction with 
various components of the authentication system 10 of Figure 1 . At step 1 00, 
a pair of encryption keys (wherein the first, the private key, encrypts a code and 
the second, the public key, decrypts the encrypted code) are generated by the 
host computer 12. The encryptor 18 within the processor 16 generates the 
encryption key pairs, one key pair for each distribution channel through which 
the manufacturer intends to ship his goods. 
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After a unique pair of encryption keys are generated by the computer 1 2 
at step 100, and wherein this unique pair of keys is associated with a particular 
channel of distribution through which goods are to be tracked, the private key is 
provided to the manufacturer of the goods at step 102 and used by the 
manufacturer to generate encrypted combination codes (step 1 04) as discussed 
earlier for application to the goods at step 1 06. The encrypted combination 
codes may be generated by a printer such as the printer 26 of Figure 1 which is 
in electrical communication with a computer which dictates the combination 
code via the private encryption key. As discussed supra, the printer may apply 
the codes directly to the goods or alternatively may generate the codes on tags 
or labels for subsequent affixation to the goods. After the goods are properly 
marked, the goods are placed into commerce at step 108 into the particular 
channel of distribution via various modes of transportation (see, for example. 
Figure 1 , reference numerals 42, 44 and/or 46). 

To determine whether a diversion of the goods into an undesired channel 
of distribution has occurred, an inspection of the goods within the expected 
channel of distribution is undertaken by the manufacturer at step 110. 
inspection of the goods involves scanning the encrypted combination codes with 
a scanner 50 which is in electrical communication with a local computer such as 
computer 52 of Figure 1 which contains the public encryption key which is 
associated with a particular distribution channel. At step 1 1 2, a determination 
is made whether or not the goods have been diverted by decrypting the 
encrypted combination code with the public encryption (decryption) key. If the 
decrypted code matches the already known non-random portion of the 
combination code no diversion has occurred, however, if no match is obtained, a 
diversion of goods from the desired channel of distribution has been discovered. 
Upon discovery, the manufacturer may then retrace the product shipments to 
identify the source of the diversion. To this end the manufacturer may use 
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other public keys which are associated with other distribution channels to 
decrypt the encrypted combination code until he finds a match. In this way he 
can find the distribution channel into which the goods were first shipped. 

Various modifications may be made to the above system and methods 
which also fall within the scope of this invention. For example, instead of 
utilizing an encryption technique on the combination codes, a digital signature of 
the random code may be generated by use of a one-way hash function and, in 
conjunction with a private key, used to calculate an encrypted number. This 
encrypted number along with the random number code forms a two-part code 
which is placed on the product. The manufacturer may now inspect this two- 
part code by decrypting the encrypted number with the public key to obtain the 
number. This number may then be compared with the number obtained by use 
of the one-way hash function with the random number code . If the numbers 
match, then the inspected product is determined to be authentic. 

Another alternative is to place the random code or the encrypted 
combination code on the product in a location that Is hidden from view such 
that the reading of the code can only occur by tampering with the product in an 
Irreversible manner such that the code is tamper evident. A simple example is 
illustrated in Figure 6, wherein a code 150 is affixed to an inside cover 151 of a 
sealed package 1 52. A seal 1 53 on the package 1 52 must be broken and the 
cover opened In order to read the code 1 50. Further, such reading may lower or 
destroy the value of the product whose code is being read. In this manner, a 
counterfeiter who attempts to gather valid codes from the goods within the 
distribution channel has an expensive task since great economic expense is 
incurred when attempting to copy a meaningfully large number of valid codes. 
Further, a manufacturer's need to check codes on products within the 
distribution channel in order to statistically determine a lack of duplicity is 
dramatically reduced. A counterfeiter will gather fewer codes as a result of the 
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above-described added expense and it follows that his goods will have a 
proportionately higher number of duplicates. More duplicates makes any 
sampling program operated by the manufacturer more likely to find duplicates. 
Therefore, the manufacturer may choose to reduce his sampling program to save 
costs and still maintain high likelihood of discovering duplicates. 

Yet another alternative embodiment is to create a two-part code such as 
that described in connection with the digital signature embodiment and apply the 
random number code overtly to the product and apply the encrypted number 
code covertly to the product. For example, as illustrated in Figure 1. an 
encrypted code 160 may be placed on a package 162. The second code portion 
1 64 is covert such that it is not easily detectable. Various covert type codes 
are contemplated. In this example,- an invisible ink code is utilized which may be 
detected when irradiated with ultra-violet light from a UV source 166. Various 
other covert type coding techniques, however, are contemplated by the present 
invention. In another example, the encrypted code may be placed inside the 
package so that it is both time consuming and/or destructive (or defacing) to the 
product when attempting to observe it. In this manner, checking for whether 
the random code is a duplicate is easy since only the external code need be 
examined. Then, in order to check whether the goods are genuine, the 
manufacturer can sample a small percentage of the product. This technique 
makes it costly to gather a significant number of valid code pairs to mask 
counterfeiting activity. 

Summarizing a mode of practicing the invention is to use public key 
encryption techniques. In this case the encryption is made with a secret, private 
key, and the verifying step is done by decrypting the code with the counterpart 
pubic key. It is well known in public key cryptography that anyone can have the 
public key and can inspect or verify the code because the public key gives no 
useful knowledge about the private key. Therefore, whoever has the public key 
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cannot create the combination codes himself. Thus, the authenticity of the 
codes Is assured. Only the private key holder can have created them. 

It is noted that the combination codes and what they say are available to 
the verifier who performs the inspection. In general, the codes can be read by 
anyone with the public key and an exemplary utility of the system of the 
invention derives from the public nature of the inspection process. 

However, the originator of the codes may wish to incorporate information 
in the combination codes which can provide the originator additional Information 
for the purpose of tracking without generally revealing what this information is. 
One example of this process of the invention is a manufacturer might want to 
trace product from a distributor to its destination without the distributor or 
anyone with inspection/verification capability knowing that there Is tracking 
information in the combination codes. 

That information, such as tracking information, information as to (whether 
tax has been paid, as is described, or other information, can be hidden in the 
non-random constant portion of the combination code by a variety of useful 
techniques. The entire constant portion of the combination code can be a 
hidden message, or can be comprised of a normally readable portion with the 
remainder being a hidden message. 

Two useful techniques to create the hidden message are secret key 
encryption and one way hash functions. In both cases the hidden message part 
of the non-random portion will appear as a meaningless string of characters. 
Only the originator will know that it has meaning and inspectors will know 
nothing of its meaning. 

Referring to Figure 8, a flow chart 300 of the steps and process of this 
embodiment is illustrated schematically. It will be appreciated that a person 
having ordinary skill in the art reviewing the block diagrams and flow charts as 
well as the description presented In this patent application would be able to 
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write appropriate computer program code to carry out the precesses and steps 
disclosed herein. In Figure 8 a secret key encryption implementation of hidden 
messages in the combination codes the originator simply decides {block 301) 
what the secret message is for combination codes which are planned for a given 
destination, encrypts the message with a secret key (block 302), then adds 
(block 303) this message to the non-random portion of the combination code. 
(Block 303 is shown in dotted outline signifying that this step may be omitted if 
the non-random code contains only secret information/code.) This composite 
non-random, constant portion is subsequently used in the creation of codes 
specified in the invention, e.g., by combining at block 304 with a random code 
obtained at block 305. When codes are later inspected and ultimately sent back 
to the originator, the originator can use the secret key to decrypt the hidden 
message and use the information to decide if fraudulent activity has occurred. 

In a one way hash function implementation of hidden messages the 
process is different as follows. One way hash functions are useful in that they 
can create a digest of a message which is shorter than the original message. 
The originator creates a message, creates the digest or hidden message from the 
original message by using the hash function, then saves the original message by 
adding it to a table of other messages that were previously used. The hidden 
message is used then in a combination code. When codes are sent back to the 
originator after inspection, the originator successively tries each original 
message from the table by hashing it and comparing the result to the hidden 
messages in the codes that are sent back. The one way hash function is not 
specifically illustrated in the drawings here in order to minimize the length of this 
patent application description; however, from the description that is presented 
and illustrated, it will be understood by a person who has ordinary skill in the art 
how to draw such a flow chart/block diagram. 
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The originator of the hidden message must cloak the hidden message so 
that those who have the ability to inspect and verify combination codes cannot 
begin to infer meaning to the hidden message part of the non-random code. If 
this part did not change from time to time and remained constant, soon this 
constant message would be hypothesized to have certain meanings. For 
example, a distributor who was being tracked by the originator by, say 
embedding his name in the hidden message, would soon realize that goods sent 
to him always had the same string of characters in a certain position within the 
combination code. For goods that were sent to other distributors, he would 
notice that this string of characters was different. He would then correctly infer 
that this character string corresponded to a code labeling goods sent to him 
alone. The originator's secret would no longer be secret at this point. 
Therefore, the invention preferably does not simply encode messages in a 
relationship with, say, random character strings, and then maintain the 
relationship table secret. The random character strings are the hidden messages 
which are used In the combination codes. 

A way to thwart this discovery is to regularly change the implementation 
of the hidden message but not necessarily change the tracking information in 
the original message. If, for example, on a daily basis the originator came up 
with a new secret relationship table In order that the hidden message 
implementation changes daily, then the number of secret tables would grow to 
unmanageable portions in terms of storage and use. Instead, the use of 
encryption or one way hash functions provides a way for the hidden message 
implementation to change continuously but the hidden information remains 
constant. And there are no significant storage requirements. 

As was described above, the combination code has both a random and 
non-random portion. In the embodiment of Figure 8, for example, the non- 
random portion is comprised of a hidden message Implementation and a readable 
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portion which is usually constant, that is, the sanne from message to message. 
Instead a part of the readable portion can be a changing value. For example, 
this part can comprise a field of sequentially changing numbers, or it may 
contain the current date. The originator may now combine this information with 
the information he wishes to hide, and then create the hidden message using 
either encryption or hashing as described above. The hidden message 
implementation will change as often as the readable field changes. Those who 
inspect (blocks 306, 307) can develop no meaning from observing the hidden 
message implementation which is changing often. On the other hand, the 
originator can easily reconstruct the hidden message because he needs nothing 
other than either the secret (private) key (block 308) or the list of secret 
messages as described above, and using or noting the information obtained by 
the secret key decryption (block 304). 

Reconstructing the hash message is straightforwardly done by using the 
readable field in combination with the messages from the secret list until a 
match is found. 

To more clearly understand the usefulness of this embodiment consider 
the problem of cigarette tax stamps. Through the present date states of the 
United States and other taxing jurisdictions, such as other countries, territories 
and/or governmental bodies, have used the tax stamp as evidence that the tax 
has been paid for each pack of cigarettes bearing the stamp. These stamps 
have been In wide use for many years, and while they contain security features 
to thwart their counterfeiting, there still occurs a widespread problem of 
cigarette tax fraud through the counterfeiting of these stamps. 

Refer to the flow chart/ block diagram of Figure 9 for this embodiment. 
Cigarettes or other goods are shipped to distributors who then have the 
responsibility to pay the state tax by buying stamps and affixing them to the 
packages which are then distributed in the state. Instead of affixing a stamp to 
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each package, application of this invention will require that the distributors 
receive files of encrypted combination codes (block 401) from an origination 
source (block 402), which can be either the state or a contractor providing this 
service for the state. The distributor will then print the encrypted codes directly 
on the packages (block 403) using commercial printing equipment that has the 
capability to do so. Security procedures will assure that once printed the code 
files are destroyed (block 404) so they may not be used again. 

State inspectors will be able to inspect (block 405) cigarette packages in 
the field using the public key (as described above) which is the counterpart to 
the private key which created the encrypted codes. The combination code in 
the original message may contain a non-random portion which is the name of 
the state and the value of the tax paid. Of course, if duplicates of codes are 
found, the inspectors have cause to immediately seize the cigarettes bearing 
these duplicates. Similarly, if the decryptions do not result in the message of 
state and tax value, the same action is warranted. This verification and 
checking is represented at block 406, 

In addition to the state and tax value, it is useful to include the date the 
codes were originated for the following reasons. Suppose a counterfeiter 
spends resources collecting encrypted codes from cigarette packs that are out in 
distribution. This counterfeiter supposedly understands that he must avoid 
duplicate detection and therefore compiles over time as many different codes 
that he can possibly obtain. These codes will likely have many different dates 
and a good portion of the dates are likely to be old. Therefore, if an inspector 
encounters a container of cigarette cartons and finds many different dates 
including old ones, he has proof that the tax has not been paid. 

Let us now suppose that the state judges that the greater threat of fraud 
involves the distributor who may compile codes and re-use them. Indeed, the 
state may wish to catch any such distributors and sets up this possibility by 
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instead Incorporating the date and distributor name within a hidden message 
such as described herein. The distributor's Inventory, which turns over on 
nearly a dally basis, can be Inspected by an Inspector. When the inspected 
codes are sent to the originator, the hidden messages can be read and they will 
reveal whether the dates are old. The distributor's name therein constitutes 
proof that the distributor re-used codes. Since the distributor could not discover 
that this dating was being done, he could not take any measures to hide his 
activity. 

This is but one example where the invention described herein can be 
useful. It will be appreciated that the invention may be used with many other 
goods, items, etc., such as physical goods such as valuable products, tax 
stamps, documents, etc 

The present Invention is contemplated in the context of various types of 
mass produced goods. Although the above examples highlighted the Invention 
in the context of consumer goods such as clothing apparel, etc. the Invention is 
also applicable to other type goods. For example, the present invention may be 
incorporated with computer software in which the coding Is placed on the 
packaging Itself or alternatively may be placed on the storage media Itself such 
as optical media in CD-ROMs or magnetic media such as diskettes, etc. In this 
context the scanner is replaced by the magnetic or optical head that reads the 
information on the disk and performs the encryption, etc. as highlighted above. 

Although the invention has been shown and described with respect to 
certain embodiments, other alterations and modifications will occur to others 
skilled In the art upon the reading and understanding of this specification and the 
annexed drawings. In particular regard to the various functions performed by 
the above elements (components, assemblies, devices, etc.), the terms 
(including a reference to a "means") used to describe such elements are 
intended to correspond, unless otherwise Indicated, to any element which 
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performs the specified function of the described element (i.e., that is 
functionally equivalent), even though not structurally equivalent to the disclosed 
structure which performs the function in exemplary embodiments illustrated 
herein. In addition, while a particular feature of the invention may have been 
described above with respect to only one of several Illustrated embodiments, 
such feature may be combined with one or more other features of the other 
embodiments, as may be desired and advantageous for any given or particular 
application. 



